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research on explainability for traditional DNN, there is a lack of exploration on the operation mechanism and ex-
plainability of reversible neural networks (RevNN). Additionally, the existing explanation methods for traditional
DNN are not suitable for RevNN and suffer from issues such as excessive noise and gradient saturation. To address
these limitations, a visual explanation method called visual explanation method for reversible neural network
(VERN) was proposed for RevNN. VERN leverages the reversible property of RevNN and is based on the
class-activation mapping mechanism. The correspondence between the feature map and the input image was ex-
plored by VERN, allowing for the mapping of classification weights of regional feature maps to the corresponding
regions of the input image. The importance of each region for model decision-making was revealed through this
process, which generates a basis for model decision-making. Experimental comparisons with other explanation
methods on generalized datasets demonstrate that VERN achieves a more focused visual effect, surpassing subopti-
mal methods with up to 7.80% improvement in average drop (AD) metrics and up to 6.05% improvement in average
increase (AI) metrics in recognition tasks. VERN also exhibits an 82.00% level of localization for the maximum
point of the heat value. Furthermore, VERN can be applied to explain traditional DNN and exhibits good scalability, im-
proving the performance of other methods in explaining RevNN. Furthermore, through adversarial attack analysis experi-
ments, it is observed that adversarial attacks alter the decision basis of the model. This is reflected in the misalignment of
the model’s attention regions, thereby aiding in the exploration of the operation mechanism of adversarial attacks.

Keywords: model explainability, reversible neural network, visualization, class activation mapping, artificial intel-

ligence security
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Table 5 Deletion and Insertion indicator evaluation of RevNN

Deletion 5

Insertion F&Fx

ks Grad-CAM Grad-CAM++ VERN Grad-CAM Grad-CAM++ VERN

ImageNet 0.159 0.163 0.159 0.557 0.554 0.560

CIFAR-10 0.346 0.365 0.333 0.610 0.594 0.644

*R6 fEFEIREMHZMLH Deletion F0 Insertion AR
Table 6 Deletion and Insertion indicator evaluation of traditional DNN
G R RN Deletion #E 15 Insertion FEAx

PR PR Grad-CAM Grad-CAM++ Score-CAM VERN Grad-CAM Grad-CAM++ Score-CAM VERN
VGG16 0.120 0.121 0.118 0.157 0.540 0.540 0.581 0.622
AlexNet 0.101 0.118 0.101 0.114 0.345 0.311 0.360 0.408
ResNet18 0.134 0.137 0.139 0.134 0.549 0.540 0.539 0.549

#& 7 #T VERN 7 ImageNet HiRSH b 75 AR B KB BTN IRFR
Table 7 Evaluation indicator of improving the faithfulness of other methods based on VERN on ImageNet

fif e 752 AD 1845 Improved AD 545 AL $8¥5 Improved Al $8#5
Gradient 72.59% 53.15% 5.4% 13.2%
Occlusion 85.48% 60.33% 4.83% 25.83%
Mask 67.11% 43.87% 6.03% 10.13%
RISE 31.74% 24.39%% 24% 28.27%
Grad-CAM 26.79% 26.11% 23.77% 24.43%
Grad-CAM++ 27.52% 26.56% 21.93% 23.23%
Score-CAM 89.61% 88.72% 2.7% 3.97%

# 8 ET VERN 7£ CIFAR-10 LiZ&E /5 /A BB TN TER
Table 8 Evaluation indicator of improving the faithfulness of other methods based on VERN on CIFAR-10

B YRN AD 18tz Improved AD f5¥5 INEit Improved Al FEFx
Gradient 74.56% 41.91% 3.37% 7.50%
Occlusion 50.80% 35.6% 10.13% 16.63%
Mask 57.05% 54.79% 8.17% 9.60%
RISE 46.15% 44.91% 10.87% 11.00%
Grad-CAM 30.85% 30.87% 11.40% 11.33%
Grad-CAM++ 34.27% 33.63% 10.10% 10.50%
Score-CAM 44.14% 44.67% 0.80% 0.80%

VR Fa bR, 2 alnE 7. % 8 fisn. VERN fE
ImageNet HHR 4R X &ANRRE 7121 AD 6457
PIRTE T 11.10%, AlFebR$EF 7 5.77%, IXiERH
TR AR T SRS RN
4.3 FELLRESEME

AT IS E R UK A B VERN 1 € AT 25
A 5, AR SR B B i e R A, A i

EREENDREITLFHEN .« M ImageNet 56iEEL
P PIERE T 500 TREE, XTIX 500 M EAE 2
SRR 1 A I TH AR AN e 1 B2 5k 1 50% H A
— AN HWIRAETE . BT S VPN R 9 Fis,
82.00% ] e K& AN LU R B VERN AE Jl R AR A
B Ly E T HARKT %, XK VERN 5 A4 H)
W7 7 B I — 2.
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Table 9 Evaluation of location tasks

FRRETTIE IN: 4]
Grad-CAM 79.2 %
Grad-CAM++ 77.8 %
VERN 82.00%

44 ZHITEE

AT IL SIGAER T VERN FZ AL, EW]
JEWT . © SFFRHLER P EE, @A F R
BT EERNIET i-RevNet. VGG16. AlexNet,
ResNet18 MR, 5 4 MEHE P HVERT
50%E E X 1] ToU (intersection over union) &,
BV A 22 T AR5 I SR TR Z 1R (G Lo, 32 AP IR
Hj——1IoU W13 10 ffi7~, VERN [ ToU fH K,
N 0.438, RWIHLAE 4 AMERDE A — i ER A= )
AR A P ) B AR X — SR, R T
zitk. @ FETAFRERETE, £X) i-RevNet
A AR AR, LR B R B AT 0% 2 B X 45
et LR X3, R E R RGEER 0, K
HEEUEIIRE BN 3 MEGIEMN T
AD FlATE, ZAPEIEB——AD #1 AL @3 11
fiiz~, VERN B/ AD (T K ALER W,
X T R — MR ], 78 T 0 28 [ 2% b A= 3 1D A e 4
VR g L DX Sl Gt o 4 I 4 Sk 3 TR e 2,
iEM] 7 VERN [#32 A PR
45 ITBE R

AT B S B H AR R 2 B RRYA T
NG AT LT CRFRA B et i
9y PGD™), REGSMPYF1 MIFGSM®™), 3:2 VERN
A AR A SR AT L B 1 IE A AL

JiE I E A E PGD RFGSM MIFGSM

#10 ZHMIERA—IoU
Table 10 Generalization proof—IoU

fERETT V5 IoU
Grad-CAM 0.277
Grad-CAM++ 0.293
VERN 0.438

#F 11 ZWMIERR—AD # Al
Table 11 Generalization proof——AD and Al

) TERETT I AD J&hr INECED
Grad-CAM 27.22% 12.20%

VGG16 Grad-CAM++ 27.23% 11.40%
VERN 26.39% 12.20%

Grad-CAM 52.69% 10.40%

AlexNet  Grad-CAM++ 52.50% 10.20%
VERN 52.00% 11.20%

Grad-CAM 25.98% 15.40%

ResNetl8  Grad-CAM++ 26.04% 16.00%
VERN 25.00% 17.40%

B EH ARS8 H AR GO ST L
ST an B 11 Bz, Moak 5 24 8 b iy v e 40 B
RRAL, IR AT HURE AR S50 A 43 28200 1)
VIR Z [AIAFEAIL I . RIL, moe X IR 2
— FRAR LR AIE 1 X 3k 75

Z HFr BT B H AR BUE 2 2 8GE JE
IRFRN AT EN . SIM &, 2 HsKE
G, R X e N — A B AR 3 5 —
Hir, SRS RENE, 2 BirEE IS
ALE AT a0 & 12 B

1t i My 5 24

< 5 . :‘:’ﬂ

D e S AR ¢ .
i JEE) PGD MIFGSM

B B H ARG HUBct LA A AT

Figure 11  Analysis of single-target image adversarial attack mechanism
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Figure 12 Analysis of multi-target image adversarial attack mechanism



- 164 -

P 2% 5 {5 8 2z A g

9%

5 Z5%RiE

AR, BRI IR EWIL, s T
IRFEM N B RE . SRT, DA HORERE 7%
FEASBEAR ST 3IE F] TR AP 22 2% . AL
ARSCHR T M B X T 30 A 2 D 2% Y T AR
fifRE 75— VERN, Ut T AL Guah a2 fi#
FEVE T IEAN REAR S T ] ) T (X 2% g ke s 0F
AT 7 KERISLE, UEB] VERN 7E 7€ MR E 2P
BT AR R %, I HARER T VERN fJH]
PRENE, SR T HARMRE VA R I R 2 R 2% (1
fERERCR: T IREM LM 48 5 5 2 BRI
dFHE, (£ VERN LB k24
PR R il o AR DO AL . N — 25,
A SO EE T IR R P Az AT LR, SR
FHSE B B A 79 AT B e e R ) 8 A

EEPEE

[1] i, S, G, & shEMNEIISEEP]. NS S
5 B 2240 54), 2021, 7(3): 46-58.

TAN Q Y, ZENG Y M, HAN Y, et al. Survey on backdoor attacks
targeted on neural network[J]. Chinese Journal of Network and In-
formation Security, 2021, 7(3): 46-58.

[2]1 FafABe, FHEEE, Tk, S T ER I SR BB AT R T
WEFLLRIAR[T]. BfF24k, 2023, 34(1): 230-254.

YANG P B, SANG J T, ZHANG B, et al. Survey on interpretability
of deep models for image classification[J]. Journal of Software,
2023, 34(1): 230-254.

[3] FANG Z, KUANG K, LIN Y, et al. Concept-based explanation for
fine-grained images and its application in infectious keratitis classi-
fication[C]//Proceedings of the 28th ACM International Conference
on Multimedia. 2020: 700-708.

[4] fREER, SROSIR, BH:M] BREEEE TR N RV BT FLaE S [T].
{5 B 22 4024], 2020, 5(3): 1-12.

HUA Y Y, ZHANG D X, GE S M, et al. Research progress in the
interpretability of deep learning models[J]. Journal of Cyber Secu-
rity, 2020, 5(3): 1-12.

[5] 40574, FabeE, FLRT, S s I BT R T iA . B
M52 asRi] hHENTARE KR, 2019, 56(10):
2071-2096.

JISL,LIJF, DU TY, et al. Survey on the techniques, applications
and security of machine learning interpretablity[J]. Journal of
Computer Research and Development, 2019, 56(10): 2071-2096.

[6] ZEILER M D, FERGUS R. Visualizing and understanding convo-
lutional networks[C]//Proceedings of European Conference on
Computer Vision-ECCV 2014. 2014: 818-833.

[77 AGARWAL C, NGUYEN A. Explaining image classifiers by re-

moving input features using generative models[C]//Proceedings of

the Asian Conference on Computer Vision. 2020.

[8] FONG R C, VEDALDI A. Interpretable explanations of black
boxes by meaningful perturbation[C]//Proceedings of the IEEE In-
ternational Conference on Computer Vision. 2017: 3429-3437.

[9] SELVARAJU R R, COGSWELL M, DAS A, et al. Grad-CAM:
visual explanations from deep networks via gradient-based localiza-
tion[C]//Proceedings of the IEEE International Conference on
Computer Vision. 2017: 618-626.

[10] CHATTOPADHAY A, SARKAR A, HOWLADER P,

Grad-CAM++: generalized gradient-based visual explanations for

et al.

deep convolutional networks[C]//2018 IEEE Winter Conference on
Applications of Computer Vision (WACV). 2018: 839-847.

[11] WANG H, WANG Z, DU M, et al. Score-CAM: score-weighted
visual explanations for convolutional neural networks[C]//Pro-
ceedings of the IEEE/CVF Conference on Computer vision and
Pattern Recognition Workshops. 2020: 24-25.

[12] JACOBSEN J H, ARNOLD W M S, EDOUARD O. I-RevNet: deep
invertible networks[C]//Proceedings of International Conference on
Learning Representations. 2018.

[13] JING J, DENG X, XU M, et al. Hinet: deep image hiding by invert-
ible network[C]//Proceedings of the IEEE/CVF International Con-
ference on Computer Vision. 2021: 4733-4742.

[14] LUGMAYR A, DANELLJAN M, VAN GOOL L, et al. Srflow:
learning the super-resolution space with normalizing flow[C]//
Proceedings of Computer Vision—ECCV 2020. 2020: 715-732.

[15] ZHOU B, KHOSLA A, LAPEDRIZA A, et al. Learning deep fea-
tures for discriminative localization[C]//Proceedings of the IEEE
Conference on Computer Vision and Pattern Recognition. 2016:
2921-2929.

[16] SIMONYAN K, VEDALDI A, ZISSERMAN A. Deep inside con-
volutional networks: visualising image classification models and sa-
liency maps[J]. arXiv Preprint arXiv: 1312. 6034, 2013.

[17] SMILKOV D, THORAT N, KIM B, et al. Smoothgrad: removing
noise by adding noise[J]. arXiv Preprint arXiv: 1706. 03825, 2017.

[18] SPRINGENBERG J T, DOSOVITSKIY A, BROX T, et al. Striving
for simplicity: the all convolutional net[J]. arXiv Preprint arXiv:
1412. 6806, 2014.

[19] SUNDARARAJAN M, TALY A, YAN Q. Axiomatic attribution for
deep networks[C]//International Conference on Machine Learning.
2017: 3319-3328.

[20] PETSIUK V, DAS A, SAENKO K. Rise: randomized input sam-
pling for explanation of black-box models[J]. arXiv Preprint arXiv:
1806. 07421, 2018.

[21] GOMEZ AN, REN M, URTASUN R, et al. The reversible residual
network: backpropagation without storing activations[J]. Advances
in Neural Information Processing Systems, 2017, 30.

[22] RAMASWAMY H G. Ablation-cam: visual explanations for deep
convolutional network via gradient-free localization[C]//Proceedings of
the IEEE/CVF Winter Conference on Applications of Computer Vi-
sion. 2020: 983-991.

[23] KRIZHEVSKY A, HINTON G. Learning multiple layers of features
from tiny images[R]. 2009.

[24] DENG J, DONG W, SOCHER R, et al. ImageNet: a large-scale
hierarchical image database[C]//Proceedings of 2009 IEEE Confer-
ence on Computer Vision and Pattern Recognition. 2009: 248-255.



6 W

AR 0 Ay A2 R 4 ] R AR DT 1 - 165 -

[25]

[26]

[27]

[28]

[29]

MADRY A, MAKELOV A, SCHMIDT L, et al. Towards deep
learning models resistant to adversarial attacks[J]. arXiv Preprint
arXiv: 1706. 06083, 2017.

DONG Y, LIAO F, PANG T, et al. Boosting adversarial attacks with
momentum[C]//Proceedings of the IEEE Conference on Computer
Vision and Pattern Recognition. 2018: 9185-9193.

TRAMER F, KURAKIN A, PAPERNOT N, et al. Ensemble adver-
sarial training: Attacks and defenses[J]. arXiv Preprint arXiv: 1705.
07204, 2017.

KHAKZAR A, KHORSANDI P, NOBAHARI R, et al. Do expla-
nations explain? Model knows best[C]//Proceedings of the IEEE/
CVF Conference on Computer Vision and Pattern Recognition.
2022: 10244-10253.

DABKOWSKI P, GAL Y. Real time image saliency for black box

classifiers[C]//Advances in Neural Information Processing Systems.

2017, 30.

(fEZE BT

2R (1998- ) , L, LWEME AN,
DK A, EER T AR
Al AN TR B4

sRkak (1994- ) , B, W EAN,
mHEREE A, FEHRTRANAT
R e MEGEE.,

4% (1998- ) , B, AR, =K
N, ZEAEHA, EEBRITA
NANLEf 7 e LR,

#EHK (1999- ) , B, =HEWAN,
EHERELAE, FEMRTRANL
B e H B W4,

A4 (1974- ) , T, WEHREN, =
BOREHR . AT, FEHR
AR 2724 (NTEREZ4) .
NAERE

Brnm (1989- ) , L&, mEfbA,
TR REEYRIN, AT N K BRE
Rl aaHE. BgRE,



	12-AQ23122-_°Œ

